CHINA EVERBRIGHT BANK HONGKONG BRANCH

Privacy Policy Statement
(F &R EP)

1. Introduction

WA

CHINA EVERBRIGHT BANK CO., LTD., HONG KONG BRANCH (Incorporated in the People’s Republic of China
with limited liability) (the “Bank’) respects customers’ privacy and strives to uphold your trust and confidence by
protecting and using your personal data in a responsible manner. The Bank absolutely understands the importance of
personal data privacy protection and is committed to comply with the requirements of the Personal Data (Privacy)
Ordinance (Chapter 486 of the Laws of Hong Kong) (the “Ordinance”).
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This Privacy Policy Statement sets out the policies and practices of the Bank’s commitment to protecting the privacy
rights in accordance with the provisions of the Ordinance and the related codes and guidelines issued from time to time
by the Office of the Privacy Commissioner for Personal Data, Hong Kong (the “Privacy Commissioner”).
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2. Kinds of Personal Data Held by the Bank
AT en A TR efEg

There are three broad categories of personal data held by the Bank, namely:
AEFGFZ AR B A TR oA

(a) data of potential and existing customers who interact with the Bank and/or apply for or use the Bank’s products or
services;
BAFIFE/AY G R AFASSRBOELEE RG E S DT

(b)  data of other individuals, including but not limited to guarantors, sureties, visitors or users of the Bank’s websites,
service providers, business partners, landlords and tenants, etc.; and
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(c)  data of job applicants and employees.
TN ENEE

Please contact the Bank’s staff for obtaining the relevant statement(s) relating to the collection, use and disclosure of the
personal data of job applicants and employees by the Bank.
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3. Collection of Personal Data
B A TR b

The Bank will provide a “The Personal Data (Privacy) Ordinance — Personal Information Collection Statement” (the
“PICS”) [http://www.hkg.cebbank.com/site/resource/cms/article/163764239/163767805/PICS.pdf] on or before the
collection of personal data, which sets out the purpose of collection, classes of persons to whom the data may be
transferred, their rights to access and correct the data, and other relevant information. Provision of personal data to the
Bank is entirely voluntary. Please refer to the PICS for details and the consequences of failure to provide such data.
AE g AR B AT LA m o i (BAFHR (R EG — cERAFTREP) (T CrERAFTHR
%p ) ) [http:/www.hkg.cebbank.com/site/resource/cms/article/163764239/163767805/PICS.pdf] » (< & B + F L
Bp) 7 TR @ s R TR O LN ARE {2 FRGE N2 B e MR e A
REBAFTHEL2BIMLT - F MALRETETRMENZ 6% 2R Ceh A FRED) -

With respect to the information the Bank collected on the websites or through the mobile devices, please refer to clause
8 below.
BEAS A (T b P AER R KRB R OTAHR  ERMT R 80 o
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Purposes of Using and Keeping Personal Data
A4 BA TR S

The Bank will use and keep the data for the following purposes or any of them in the ordinary course of business:
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(a)

(b)
(©)
(d)

(©)
®

(g

(h)

W)

(k)
M

(m)

considering and processing applications for the establishment, variation and/or cancellation of the products,
services and credit facilities;
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the daily operation of the products, services and credit facilities;
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provision of bank references;
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conducting credit checks (including without limitation upon applications for credit and upon periodic or special
review of credit) and carrying out matching procedures (as defined in the Ordinance);
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building and maintaining the Bank’s credit and risk rating systems;
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maintaining a credit track record of customers (whether or not there exists any relationship between the customers
and the Bank) for present and future reference;
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assisting other financial 1nst1tutions, credit card issuing companies and debt collection agencies to conduct credit
checks and collect debts;

s H o ?jj}ﬁg'ﬁ?{_ DRE A e a iqw%;‘xﬁk\ﬁ;rlp pﬁfl % if FqHF i*

monitoring and ensuring ongoing credlt worthiness of customers;
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designing banking/ﬁnancial services or related products for customers’ use;
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marketmg services or products and other subjects as set out in more detail in the PICS;
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determining the amounts of indebtedness owed to or by customers;

FET R E S SR AT fARER

enforcement of customers’ obligations, and collection of debts owed and due by customers and from those
providing security or guarantee for customers’ obligations;
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complying with the obligations, requirements or arrangements, whether compulsory or voluntary, that apply to the
Bank or a member of the CE Group or that it is expected to comply according to (the “CE Group” refer to China
Everbright Bank Co., Ltd. and its holding companies, branches, representative offices, subsidiaries and affiliates
(and affiliates include branches, subsidiaries and representative offices of the holding companies of China
Everbright Bank Co., Ltd.)):
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(1) any law, regulation, judgment, court order, voluntary code, sanctions regime binding or applying to it within
or outside Hong Kong existing currently and in the future (“Laws”) (e.g. the Inland Revenue Ordinance
(Chapter 112 of the Laws of Hong Kong) and its provisions including those concerning automatic exchange
of financial account information);
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(i) any gjldehnes or guidance given or issued by any legal, regulatory, governmental, tax, law enforcement or
other authorities, or self-regulatory or industry bodies or associations of financial services providers within
or outside Hong Kong existing currently and in the future and any international guidance, internal policies
or procedures (e.g. guideline or guidance given or issued by the Inland Revenue Department including
those concerning automatic exchange of financial account information);
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(iii)  any present or future contractual or other commitment with local or foreign legal, regulatory, governmental,
tax, law enforcement or other authorities, or self-regulatory or industry bodies or associations of financial
services providers that is assumed by or imposed on the Bank or a member of the CE Group by reason of
its financial, commercial, business or other interests or activities in or related to the jurisdiction of the
relevant local or foreign legal, regulatory, governmental, tax, law enforcement or other authorities, or self-
regulatory or industry bodies or associations;
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(n) complymg with any obligations, requlrements, policies, procedures, measures or arrangements for sharing data
and information within the CE Group and/or any other use of data and information in accordance with any group-
wide programmes for compliance with sanctions or prevention or detection of money laundering, terrorist
financing or other unlawful activities;
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(o)  administering and processing insurance policies and medical, securlty and underwriting checks;
FRAAILEE « B B RAR S

(p)  verifying customers’ eligibility for insurance, financial or wealth management products;

PRESY iR AR My P RASTTR

(qQ)  designing and providing customers with insurance, financial and related services and products;
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(r) enabling an actual or proposed assignee of the Bank, or participant or sub-participant of the Bank’s rights in respect
of customers to evaluate the transaction intended to be the subject of the assignment, participation or sub-
participation; and
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(s)  fulfilling any other purposes relating thereto.
grEd My

Disclosure of Personal Data

B A FRER

The personal data would not be disclosed to other parties unless such disclosure is made in accordance with the PICS or
is permitted or required by any law binding on the Bank.
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Security of Personal Data
B X FH gk

The Bank commits to ensure safety of the personal data and to prevent unauthorized or accidental access, disclosure,
processing, erasure, loss or use of the data. The Bank also commits to achieve appropriate levels of security protection
by, including but without limitation, restricting physical access to data through security storage facilities, and
incorporating security measures into equipment in which data is held. Encryption technology is employed during
sensitive data transmission through the internet to protect such sensitive data.
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Retention of Personal Data
B A TR R

Personal data provided to the Bank will not be kept longer than necessary for the fulfillment of the purposes for which
the personal data are or are to be used at the time of the collection and for compliance with the legal, regulatory and
accounting requirements from time to time.
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Internet Policy and Use of “cookies”
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The internet is not a secure form of communication. Due to the nature of the internet, such communication may be
interrupted or delayed because of the internet traffic or incorrect data transmission. The Bank will not be responsible
for loss or damage suffered by visitors or users as a result of any delay, loss, diversion, alteration or corruption of any
communication sent to or received by the Bank through the internet. To the fullest extent permitted by law, the Bank
does not accept responsibility or liability for direct, indirect, special, or consequential damages arising out of the use of
the Bank’s website (www.hkg.cebbank.com), Weixin Official Account and mobile banking app (the “App”).
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Information collected on the websites or through the mobile devices
FF RN EE i R g

(a)  The following provisions shall only apply to the information collected on the Bank’s website, Weixin Official
Account and the App, or through any of the Bank’s online advertisements. For the avoidance of doubt, they do
not apply to any visitor or user who is not accessing or browsing the Bank’s website, Weixin Official Account and
the App or visits third-party’s websites that are not operated or controlled by the Bank where the Bank’s online
advertisements are displayed:
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(1) Visitors or users may access or visit the Bank’s website and the App without providing any of his/her

personal data. However, the Bank will record certain information of the visitors or users who visit the
Bank’s website and/or the App. Such information may include the number, type, and general usage
pattern of the visitors and users, and it will be used by the Bank for statistical purpose and for improving
the customer experience. The Bank does not work with any third party to record any of such visitors’ or
users’ information.
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(i) By accessing or browsing the Bank’s website or the App, following the Bank’s Weixin Official Account
or electronically responding to the Bank’s online advertisements, each of the visitors and/or users shall give
consent to the Bank for the collection and use of “cookies” in the manner as set out herein (please see below
for details).

BT LAE T i SRk ST AL MK GG F S RS
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(i)  There are sections of the Bank’s website, Weixin Official Account and the App where the Bank specifically

asks for the personal data, for example, when completing online forms to submit an enquiry, applying for
a product or service or registering to use the online services. Please read the applicable terms and
conditions for these products and services and the PICS for the types of data collected, purposes of
collection, classes of persons to whom the personal data may be transferred, the rights to access and correct
the personal data, and other relevant information. Please do not proceed further or provide the personal
data to the Bank if they are not agreeable.
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(iv)  With respect to the Bank’s Weixin Official Account, after a person follows the account (the “follower”),
the Bank will access such follower’s Open ID, Profile Photo, Nickname, Gender, Country/Region/City,
Follow/binding time and status of such follower’s Weixin/WeChat account for statistical and analysis
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purposes and for certain services such as pushing notifications. The Bank may further provide the above
information to the relevant service providers for verifying the follower’s identity and pushing correspondent
reply message, if necessary. For the purpose of the account operation, the above information will also be
stored at the data centre of the Bank’s head office, China Everbright Bank Co., Ltd. (currently located in
the PRC). Followers who do not allow the Bank to collect or use the information in the above manner
may at any time unfollow the Bank’s Weixin Official Account, and they may not be able to use the Bank’s
Weixin Official Account services thereafter.
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(v)  With respect to the App, the App will store the downloaded data on a user’s mobile device to reduce the

waiting time for downloading data after loading the App. The App will use the location service of a user’s
mobile device to collect the user’s current location for the operation of the App, and this will require the
user’s authorization on location. Also, the Bank may, via the App, have access to certain data or
information kept at or functions of the user’s mobile device, namely, the installation identification number,
microphone, camera and biometric authentication module. Users who do not allow the Bank to access the
information in the above manner may at any time cease using the App, and they may not be able to use the
services available on the App.
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Use of “cookies”

"Cookies ; 71i¢ #

(b)

(©)

(d)

Cookies are small bits of information that are automatically stored in the web browser in a computer or other
electronic device that can be retrieved by the Bank’s website, Weixin Official Account, the App and any of the
Bank’s online advertisements. Only anonymous information (including but not limited to visiting date and time,
language preference, number of visitors, and habits, behavior and usage patterns of visitors, etc.) will be collected
by cookies and none of the visitor’s personal data is involved.
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In relation to the App and the Bank’s Corporate / Personal e-Banking platform(s), a cookie with a unique identifier
assigned by the Bank will be stored in the web browser or mobile device throughout the session after login. If
the cookies are not used, login credentials (user ID and password) may be required repeatedly when accessing
each new webpage of the App or the Corporate / Personal e-Banking platform(s). Cookies will be expired upon
logging off the Corporate / Personal e-Banking services.
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With respect to the Bank’s Weixin Official Account, the Bank uses cookies (e.g. tracking a follower’s digital
footprint) to improve the design and functionality of the account to deliver a better customer experience.
FMAFOMEF 2 RREL AT R* cookies (4rif B ML Al KU R RR LR e v i 0
BE{HNE S
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(e)  Regarding the use of the App, the Bank also uses cookies to (i) improve the functionality of the App by tracking
a user’s digital footprint within the App, (ii) recognise the user’s mobile device when such user returns to the App,
and (iii) record a user’s digital footprint in the App such as tracking the pages such user visits so that the Bank
may provide personalized services or offers which are most likely to interest the user.
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® In order to block, delete or disable these cookies, changing the setting of the browser or mobile device may be
required. However, a user may not be able to log in to the Bank’s Corporate / Personal e-Banking platform(s).
Also, a user must agree and accept that the Bank will have access to the cookies for continuing to use the App by
him. Please cease using the App if the use of cookies cannot be accepted.
By FFVARE QAT ES S KR KT RS FIF B cookies o 1B T i § mEF
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Outsourcing Arrangements

x| % g

If the Bank engages data processors to handle or process personal data on the Bank’s behalf (whether within or outside
Hong Kong), the Bank will adopt contractual and/or other means to prevent unauthorized or accidental access, processing,
erasure, loss or use of the data transferred to the data processor for processing.
%iﬁ%%X@@ﬂ%u@iﬁ@g%afﬂ(x%%é%ﬁmﬁﬁ“)’iﬁ%#*éﬁ%%*éiwﬂ“
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Direct Marketing
3 fingh

The Bank may use personal data in direct marketing and the Bank requires consents from the relevant individuals (which
includes an indication of no objection) for that purpose. An individual may exercise his/her opt-out right by notifying
the Bank.
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Data Access Requests and Data Correction Requests

AEFHERE {2 FHRER

The Bank will comply with and process all data access requests (“DAR”) and data correction requests (“DCR”) in
accordance with the provisions of the Ordinance and its internal policies. The Bank may, subject to the Ordinance and
the guidelines issued from time to time by the Privacy Commissioner, impose a fee for complying with a DAR. If an
individual making a DAR requires an additional copy of the personal data that the Bank has previously supplied pursuant
to an earlier DAR, the Bank may charge a fee to cover the full administrative and other costs incurred in supplying that
additional copy. Any DAR or DCR may be addressed to the Bank’s data protection officer with contact details as set
out in the clause 13 below.
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Changes to Privacy Policy Statement
(FRAREP) thig it

This Privacy Policy Statement is subject to review and may be updated from time to time. Please approach the Bank or
visit the Bank’s webpages for the Bank’s latest Privacy Policy Statement.
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)

Enquiries
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Any DAR or DCR or request for information about the Bank’s personal data privacy policies and practices may be
addressed to the Bank’s data protection officer. The contact details of the data protection officer are as follows:
ERARFTHE RS FTHERAAPAFRAFTHEFERLEFHOTRALE R P rFL TR ERL
EHD o FTHERL ZAmET AT

Data Protection Officer

China Everbright Bank Co., Ltd., Hong Kong Branch,

23/F Everbright Centre, 108 Gloucester Road, Wan Chai, Hong Kong
Fax: 2143 2188 Tel: 3123 9888

FAERL

IR AR IR B A
ApHFELiTE1085Lk < ¢ w234

B E 121432188 @3 131239888

If there is any inconsistency between the English version and the Chinese version of this Privacy Policy Statement, the English
version shall prevail.
A (FOEFCR R ) 0P Fe R A ded ERME o PEE YRR L E

[March] 2021
2021 #[3]"*
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